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Introduction to honeypots and honeynets -
What is a honeypot?
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Introduction to honeypots and honeynets -
Benefits of deploying a honeypot
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Introduction to honeypots and honeynets -
Benefits of deploying a honeypot (cont.)
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Introduction to honeypots and honeynets -
Downside of deploying a honeypot
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Introduction to honeypots and honeynets -
How to classify a honeypot?

. ���������	���	�����
�
��	��	�
�	��%��	��	
�������
� �	�
��	���%
��	��	��	
���������

> (�&�
�������
��	
�������� 8��
�����	
���	���������"����	�����	���
�	�
�������
����	�
����
������	�����"�	��'��
������	���������)� ��
'� ������	��
����	��
���
��������	��	�4���	�'�)���
��� ����
����

> *��
���
�������
��	
������� 6���?	
��'%�)�����' ����"����:�"
������
��������
����
'���	��
�
��'��
�����	������

> �
�
�
�������
��	
������� 6����	��	�4���
������
'�'��
�)�	����������	�'��"��
 �
���4
�������	�
����
�������	��
���)
�%)������
����	 ���
���)��)
�)�����	
�
����
����

. +�%
�����	��%����	
��������	�����	��	����
���	��	�� 	���
��	
�������,



��
��	-������
����
�����������
�������

Introduction to honeypots and honeynets -
Low-interaction honeypots in detail
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Introduction to honeypots and honeynets -
Medium-interaction honeypots in detail
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Introduction to honeypots and honeynets -
High-interaction honeypots in detail
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Free and commercial honeypot solutions -
Digest of honeypot products
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Installing your own honeypot -
Positioning a honeypot in a network
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Installing your own honeypot -
The do’s and dont’s of installing a honeypot
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Honeypot and binary file analysis -
Forensic analysis – Basic methods
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Honeypot and binary file analysis -
Forensic analysis – Advanced methods
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Honeypot and binary file analysis -
Binary file analysis in a nutshell
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Case study -
What happened to good ol’ RedHat 7.3?
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Case study -
# id? uid=0(root) gid=0(root) groups=0(root)!
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Case study -

Files recovered from a RedHat 7.3 honeypot
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Case study -
So what?
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Summary -
Coming closer to an end…
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Further information -
Good reads offline…
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Further information -
Historic reads…
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Further information -
Other ressources
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Further information -
Online ressources (digest!)
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